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Foreword 

     The shipping industry forms the basis of the development 

economies of countries around the world. With the growth 

of the global market, the need for freight transport also grew, 

and maritime transport gained in importance. As the main 

force of world trade, ships play an important role in all 

above-mentioned and have become the most common means 

of transportation. Accordingly with market growth and 

demand for larger ships, grew also the need for qualified 

personnel on ships. 

     Due to the highly responsible and the variety of required 

work on ships, officers have to be ready at any moment to 

adequately respond to all the challenges that appear. A part 

of them lies in the growing threat to maritime cyber security. 

In the upcoming years cyber security will present new 

challenges for both shipowners and crews. 

     This guide is primarily addressed to all those who will 

operate ship's IT systems and to those who primarily care for 

ships' cyber security, both on board and on shore. It is 

adviseable to get familiar with all the possible threats so it 

would be easier to avoid them and be prepared in case some 

potentially hazardous situation appears. 
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